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Remote Access (VPN) for Employees to Work Offsite
UF Health Jacksonville Guidelines

Important Message

All requests must be approved by the department’s vice president/chair, who will send a list of
names and usernames (what you login to your computer with every day) to iam@jax.ufl.edu.
These requests will be treated as high priority and completed as quickly as possible.

Confirmation will be sent to the requesting vice president/department chair and instructions
will be sent to the individuals once access has been granted.

Only requests submitted by the vice president/chair will be processed.

General Questions

How do | reach IT Services with general questions?
Please read these FAQs first. If your question isn’t covered, you have several options:
e Online Self Service: you can place a ticket online to have your question answered.
o While at work, visit the UF Health Bridge intranet portal (Bridge.UFHealth.org),
hover over “Employee Services” and you’ll see the orange “IT Help” link on the right.
You can also visit the IT Self Service Portal directly at ithelp.ahc.ufl.edu
o When offsite, visit https://myvpn.ufhealthjax.org and login, then click “UF Health IT
Help Desk” link.
e Over the phone: Call the UF Health IT at 904-244-7828.

Remote Access

Note: Faculty and staff are asked to follow employer work rules and guidelines regarding
remote work, aka telecommuting. If you have an essential role during an emergency response
situation, or you’re otherwise approved by your management team to work remotely, please
work with IT Services to identify the best way to support your secure access to UF Health
resources. If you think you/your team will need to access Outlook, applications and work tools
remotely, please prepare in advance.
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What options do | have for Remote Access?
Depending on your specific job duties, you may need access to only EPIC Hyperspace and Email,
or your full work desktop. For Hyperspace and email, you can use those services by clicking on
the links below. VPN access is not required for EPIC and email.

e EPIC: https://mycitrix.shands.org

e Email: https://mail.ufandshandsjax.org

If you need access to your full work desktop, please get with your VP/Dept. Chair to request VPN
permissions from IT. Your VP/Dept. Chair will need your windows login/username to request
access. They should send that information to iam@jax.ufl.edu.

How can | access my tools via the VPN portal?

The Virtual Private Network, or VPN, portal, is the quickest way to connect users to their
approved work tools, applications and network files. This secure VPN portal requires log-on
with your UF Health user ID and password.

What you can access via the VPN portal:

e Links: You will find links to web-based tools including the Bridge intranet portal,
PeopleSoft Self Service, Financials and Supply Chain, and many other web-based
applications.

How to access the VPN portal:
Go directly to https://myvpn.ufhealthjax.org

How can | install the GlobalProtect VPN client on my home computer for Remote Desktop
access?
See the section titled “Installing the GlobalProtect VPN Client.”

How do | connect to my work PC using Remote Desktop on Windows?
Follow instructions for installing the GlobalProtect VPN client, then see the section titled
“Connect to a work PC using Remote Desktop (Windows.)”

How can | get set up with “Remote Desktop” access?
The instructions below apply all Jacksonville based faculty, residents, and staff who rely on UF
Health IT support. All others can contact their local IT support for assistance.

IT Services can help you establish a Remote Desktop connection to your primary work desktop,

using your work-issued or personal computer. This is helpful as you can access your primary
tools like Outlook, applications, and network files as if you were sitting at your desk.
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What you need to know:

e All VPN/Remote Desktop access must come to IT from your VP or Dept. Chair.

e You will need to know the name of your work computer. (See question “How do I find
the name of my work computer?” below)

e Your primary computer workstation must stay on (and locked). You will connect from
your other device via the VPN and select your primary workstation. Please be sure you
know your primary computer workstation’s IT-issued name.

How do I find the name of my work computer?
Most UF Health Jax machines will have this information in the top right corner. The computer
name is listed under Host Name.

Host Name J1-TEST-7060

If these details are not available, you can also use Windows Search and type “About your PC.”
The computer name will be listed under Device Name.

Device specifications

Device name

Processor

Telehealth

How is UF Health adapting telehealth?
Telehealth is the use of electronic communications to offer or receive health care services.

e UF Health IT Services supports online technologies to certain UF Health providers who
offer patients convenient, remote access to care.

e We are working with the College of Medicine — Jacksonville, UF Health Jacksonville
Physicians and UF Health Jacksonville to identify ways to expand these services now and
in the future. This will help us extend care during prolonged challenges like the COVID-
19 situation we’re responding to now.
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Installing the GlobalProtect VPN Client

To install the GlobalProtect VPN Client on your home computer:
1. Open up a web browser and go to https://myvpn.ufhealthjax.org/
2. Atthe login screen, enter your Windows username and password

#2 paloalto

NETWORKS®

GlobalProtect Portal

3. Click “GlobalProtect Agent” on the top right of the page to download the VPN Client
BB GlobalPratect Portal x  +

& C Y & gpvpnufhealthjaxorg/global-protect/portal/portal.esp o oA =0 q: Qo B f
s o

i Apps co (@) Audio Books Online.. % Bookmarks V' Vanguard - Persona.. [M] USATODAY.com-Li.. P Online Banking|Ca.. Jc TransferSyntax|M.. @ Uktimatelistofche.. S DIRECTV Guide &T. LANDESK Q) Aruba

paloalto GLOBALPROTECT

Lawson PeopleSoft UF Health BRIDGE

4. At this screen choose the appropriate install file for your computer (most modern PCs
are 64 bit)
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paloalto

NETWORKS

GlobalProtect Portz

5. Run the file from the browser or find the file in your computer and run it

JRvEE Search Tools Manage o x
Bl e e ver | swo | tontoon °
€ v 4 B> Search Resultsin Downloads v Globalrotectsh x

BOektop 4 A Nome Date modified Type
~ Today (1)
18 GlobalProtectsdmsi 6k
nstall
Repsir
Uninstall
Troubleshoot compatibiity
[ Editwith Notepsd
>
d emsil
>
v >
yain | e et 2853 ” E=

6. Change the installation folder if needed but most users should be fine with the default

17 GlobalProtect X
Select Installation Folder

paloalto

The installer will install GlobalPratect ta the following folder.

Toinstallin this folder, click "Mext". To install to a different folder, enter it below or click "Browse"".

Folder
C-\Program Flles\Falo Alto Networks\GlobaFrotect’ Browse...

Disk Cost...

Cancel <Back
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7. After installation, the client should automatically show up in the system tray on the

bottom right of your desktop. You may need to hit the * near the time to show all icons.
Click the grey globe in the tray.

" e ®
[

8. Inthe “portal address” field type myvpn.ufhealthjax.org and hit “Connect”. This points
the client to our firewall.

GlobalProtect =

Welcome to GlobalProtect

Please enter your portal address

‘ myvpn.utheatthjax.org| |

9. From here you will type in your windows username and password and click “Sign In”.
This authenticates you to the UF Health network

GlobalProtect

Sign In

Enter login credentials

Portal: gpvpn.ufhealthjax.org

mywindowsusername

SignIn

Cancel

10. If all goes well, you should see this screen which indicates your computer is
authenticated and connected to the UF Health Jacksonville network. You should be able
to access all resources as if you were at the office.

GlobalProtect -_—

@

Connected

Your connection has been secured
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Connect to a work PC using Remote Desktop (Windows)

¢ You must be connected via the GlobalProtect VPN client.

1. Start the Remote Desktop client by opening Search and typing in “Remote.”

B 0O & Filters

Best match

L\ Remote Desktop Connection
9 peckiop app

Settings

& system

' Remote Desktop settings

®. RemoteApp and Desktop Connections
& Allow remote access to your computer

E Invite someone to connect to your PC and
help you, or offer to help someone else

# Change shared experience settings

2 Allow Remote Assistance invitations to be
sent from this computer

Apps

T Workstations Remote Viewer

pel Remote‘

2. When Remote Desktop opens, client on Show Options.
&% Remote Desktop Connection - X

| Remote Desktop
"¢ Connection

Computer: | Example: computer fabrikam.com ~

Username:  None specified

The computer name field is blank. Enter a full remote computer
name.

" Show Options Help
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3. Type in your work computer and umc\username, then click connect.
& Remote Desktop Connection — X

| Remote Desktop
“»¢) Connection

General Display Local Resources Experience  Advanced

Logon settings
P L Enter the name of the remote computer.
|-
Computer: ME-WD01 v |

User name: |UMC\u5erZD156 |

You will be asked for credentials when you connect.

[ Allow me to save credentials

Connection settings

Save the cument connection settings to an RDP file or open a
] saved connection.

Save Save As... COpen...

(4« Hide Options Help

4, Type in your umc password.
%3 Remote Desktop Connection -

| Remote Desktop

Windows Security

X

Enter your credentials

These credentials will be used to connect to —

UMC\user20156

| |335_<-.‘ ord |

D Remember me
More choices

oK Cancel

[ Connect Help

Page 8 of 9



P
UFH lth Date posted: March 20
ea_ Revision Date: March 20

UNIVERSITY OF FLORIDA HEALTH

5. You may receive this message while connecting. Confirm the Remote Computer name is
correct. Then click Connect.

% Rernote Desktop Connection @

? The publisher of this remote connection can't be identified. Do you want to
connect anyway?

Thiz remote connection could harm your local or remate computer. Do not connect unless you know
where thiz conhection came fram or have used it befors.

Publisher: Unknown publisher

)
2 Type: Remate Desktop Connection

Remate computer _

[T] Don't ask me again for connections to this computer

6. You may receive this message while connecting. Confirm the Remote Computer name is
correct. Then click Yes. You may also check “Don’t ask me again for connections to this
computer.”

& Remote Desktop Connection X

!q The identity of the remole computer cannot be verified. Do
*/  youwant to connect anyway?

The remolte computer could not be authenticaled due lo problems with ils
security cerfificate. It may be unsafe fo proceed

Cartificate name

& Name in the certificate from the remote computer

Certificate emors

The following errors were encounlered while validating the remole
computer's cerfificate:

I The certificate is not from a trusted cerlifying authority

Do you want to connect despite these cerlificate errors?

| Don't ask me again for connections to this computer

View certificate.. Yes

7. Remote Desktop will now connect to your work PC.
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